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Clark’s Third Law

«Any sufficiently advanced
technoloqgy is indistinqguishable
from magqic.»

Squeng®



https://www.science.org/doi/10.1126/science.159.3812.255.a
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No Free Lunch

You’ve been warned! «Security is everybody’s job»

Automating security tests &
reviews is probably necessary but
certainly not sufficient.

APPLICATION
SECURITY

Tanya Janca

WILEY

Squeng®

Motivation 1.2

Die Digitalisierung fiihrt dazu, dass Banken (auch kleinere und mittlere)
mehr Software entwickeln (lassen), auch Kunden-Apps, auf die man per
Anforderung von ausserhalb der Bankumgebung zugreifen kdnnen
muss.

«Every company is a technology company, regardless of what business
they think they’re in. A bank is just an IT company with a banking
license.» Christopher Little
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https://wehackpurple.com/security-is-everybodys-job-part-1-devsecops/
https://www.wiley.com/en-us/Alice+and+Bob+Learn+Application+Security-p-9781119687351
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Motivation 2.

Sinnvollerweise wird dabei das Rad nicht immer neu erfunden, sondern
auf Bibliotheken und Gerlste Dritter gesetzt, insbesondere in Form von
Open-Source-Software.

«The definitions of trust and trustworthy are often confused. The
following example illustrates the difference: if an NSA employee is
observed in a toilet stall at Baltimore Washington International airport
selling key material to a Chinese diplomat, then (assuming his operation
was not authorized) we can describe him as ‘trusted but not
trustworthy’. Hereafter, we’ll use the NSA definition that a trusted
system or component is one whose failure can break the security policy,
while a trustworthy system or component is one that won’t fail.» Ross
Anderson, Security Engineering

Squeng®

Security Software vs. Software Security

* Security software is software whose functional features are security features

* Not all software is security software (e.g., https://bob-e.io/), but all software
should be secure
* security software c software
* secure software C software
* Hope: software N secure software = software
* Reality: software N secure software = secure software (= @ at worst)

* Examples

* TrueCrypt used to be security software; it may have been secure
(https://opencryptoaudit.org/)

* OpenSSL is security software (https://www.openssl.org/); as of March 2014 it was not secure
(http://heartbleed.com/)

* Logdjis not security software; as of November 2021, it was insecure
(https://www.heise.de/suche/?q=log4shell)

° ?
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https://www.cl.cam.ac.uk/~rja14/book.html
https://bob-e.io/
https://opencryptoaudit.org/
https://www.openssl.org/
http://heartbleed.com/
https://www.heise.de/suche/?q=log4shell
Felix

Felix
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Testing & Reviewing Software

Squeng®

A basic SDLC



https://en.wikipedia.org/wiki/Systems_development_life_cycle
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Tests: Continuous Integration

martinFowler.com

Refactoring Agile Architecture About

Continuous Integration

Continuous Integration is a software development practice where members of a team
usually each person integrates at least daily - leading to
lach integration is verified by an automated build

integrate their work frequent]
multiple integrations per day.
(including test) to detect integration errors as quickly as possible. Many teams find that
this approach leads to significantly reduced integration problems and allows a team to

develop cohesive software more rapidly. This article is a quick overview of Continuous
Integration summarizing the technique and its current usage.

Squeng®

CONTINUOU

DELIVER
PIPELINE

How To Build Better

Software Faster

DAVE FARLEY

Reviews: Pull Requests

Technology Radar

Peer review equals pull request

< Techniques

Sesch  Tecnnigues  Pstams  Toos  Langusqes  Framewors

o ihink peer review  they ve taken the view that the
only way 1o achieve a peer review of code is via a pullfegues1. We've seen this approach creaie.
significant team botanecks as wel a5 significantly degrade the qualiy of feedback as overioaded
FeviEWErS B2gin 1o Smply reject fEQUESIS. AIhOUGN TN SIGUMENt COLAT be MaGE hat IS IS one way
10 demanstrate code feview “reguiatery compliance,” ene of our clients was ald INis was mwalid since
there was no evidence the code was actually read by anyone prior to acceptance. Pull requests are
only one way to manage the code review workilow, we urge peopie to consider oher approaches,
especially where there is a naed to coach and pass on feedback carefully,
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/

Trunk-Based Development
And Branch By Abstraction

Reference for the high-throughput branching
model and associated techniques that the most

lauded software development organizations use.

Paul Hammant
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https://martinfowler.com/articles/continuousIntegration.html
https://www.continuous-delivery.co.uk/
https://www.thoughtworks.com/radar/techniques/peer-review-equals-pull-request
https://trunkbaseddevelopment.com/continuous-review/

04.03.2022

Automating Security
Tests & Reviews

Squeng®
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Werkzeugkiste

* GitHub plus SonarCloud & Snyk  * Habe weder zu Microsoft
(GitHub, Visual Studio Code)
noch zu SonarSource
(SonarCloud, SonarlLint) noch zu

= Snyk eine spezielle Beziehung
v e (und hatte auch keine zu
& SIS DeepCode).
Bonus * Es gibt zig Alternativen.
Squeng®
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https://www.startupticker.ch/en/news/london-and-swiss-based-deeptech-startups-merge-to-support-over-1-5-million-developers
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Project
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Overview

Security policy
Security advisories
Dependabot alerts

Code scanning alerts

Dependabot

© beperndabot lers Squo

rch or jump to.

& Squoss / Squawg  Pubiic

<> Code O Issues

Pull requests Issues Marketplace Explore

R Pn | @Umwitch 1 v % Fork 0

1 Pull requests ® Actions B Projects 0 wiki @ Ssecurity 2 |2 Insights # Settings

Dependabot alerts

Q isopen

© 20pen v 0 Closed Severity~  Package~  Ecosystemw

@ Exposure of Sensitive Information to an Unauthorized Actor in follow-redirects (Moderate )

follow-redirects (npm) - feuawg/package-lockjson - #
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g0

@ Inefficient Regular Exp Complexity in nth-check (Mederste)

nth-check (npm) - feuawg/package-lockjson - #4 opened 3 months ago

n o

Trosr 0 v

Dismiss all

Manifest v Sort v

Dependabot alerts surface known security vulnerabilities in some dependency manifest files. Dependabot security updates automatically keep your

application up-to-date by updating dependendies in response to these alerts. Dependabot version updates can also help keep dependencies

updated

Squeng®
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https://github.com/Squoss/Squawg
https://github.com/Squoss/Squawg/security/dependabot
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Audit & Fix

2R update follow-redirects

ith 5 [

Exposure of Sensitive Inforvation to
in follow-redirects

or ignore conciously & well-considered

an Unauthor
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Pipeline: Cl and Cont

Test

name: Test
on:
push:
branches: [ '**' ]
pull_request:
branches: [ main ]

jobs:
npm:
runs-on: ubuntu-latest
steps
- uses: actions/checkout@v2
- name: Set up Node.js 1t
uses: actions/setup-node@v2

cache-dependency-path: feuawg/package-lock.json
- name: Clean install with npm
run: npm ci
working-directory: feuawg
- name: Test with npm
run: npn test
working-directon

feuaug

ubuntu-latest

- uses: actions/checkout@v2
- name: Set up 0K 17
uses: actions/setup-java@v2
with:
distribution: 'temurin’
java-version: '17'
- name: Test with sbt
run: sbt test
working-directory: beuawg

inuous Delivery

Deliver

name: Deliver to Docker Hub

on:

workflow_run:
workflows: ["Scan"]
types: [completed]

workflow_dispatch:

*workflow_dispatch’ || github.event.workflow_run.conclusion

: Set up Docker Buildx

: docker/setup-buildx-action@vi
Log in to Docker Hub

: docker/login-action@vi

username: ${{ secrets.DOCKER_HUB_USER }
password: ${{ secrets.DOCKER_HUB_TOKEN }}
- name: Build and push
id: docker_build
docker/build-push-action@v2

ush: true
tags: squoss/squawg: latest

Squeng®
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Pipeline: C

Deploy

name: Deploy to Clever Cloud
workFlow_run:
workflows: ["Scan"]
types: [completed]
workflow_dispatch:
jobs:
deploy:
runs-on: ubuntu-latest
if: ${{ github.event_name
*success’ }}
steps:

- uses: actions/checkout@v2
with:
fetch-depth: o
name: Set up Node.
uses: actions/setup-node@v2
witl
node-version: '16'
name: Install the Clever Tools
run: npm install -g clever-tools
name: Link to the Clever Cloud acco

Link to the

clever link ${{ secrets.CLEVER_APP_ID }}
Deploy
run: clever deploy

17

*workflow_dispatch’ || github.event.workflow_run.conclusion

clever login --token ${{ secrets.CLEVER_TOKEN }} --secret ${{ secrets.CLEVER_SECRET }}
PP

ontinuous Deployment

Dispatch

Deploy to Clever Cloud

67 workflow runs

workllow has 3 workf1ow_sispaten even trigger

© Deploy to Clever Cloud

© Deploy to Clever Cloud

Squeng®

Runwerdfiow =
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Pipeline: Scan

name: Scan

on:

workflow_run:

workflows: ["Test"]
types: [completed]
schedule:
- cron: '@ 12 * * *'
jobs:
Sonar:
runs-on: ubuntu-latest
if: ${{ github.event_name == 'schedule' || github.event.workflow_run.conclusion ==
‘success' }}
steps:

- uses: actions/checkout@v2
with:

fetch-depth: ©
- name: back-end and front-end
uses: sonarsource/sonarcloud-github-action@master
with:
args: >
-Dsonar .organization=squoss
-Dsonar. projectKey=Squoss_Squang

-Dsonar. sources=beuawg/app/ , beuawg/reinraun/src/main/scala/ , feuawg/src/

Dsonar. tests=beuawg/test/,beuawg/reinraun/src/test/scala/, feuawg/src/__tests__/
-Dsonar.exclusions=feuawg/src/__tests__/**/*
env:

GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
SONAR_TOKEN: ${{ secrets.SONAR_CLOUD_TOKEN }}

Snyk:
runs-on: ubuntu-latest
if: $({ github.event_name

steps:

schedule’ || github. event.workflow_run.conclusion ==
- uses: actions/checkout@v2

- name: Run Snyk to check for TypeScript vulnerabilities
continue-on-error: true
id: coeTypescript
uses: snyk/actions/node@naster
env:
SNYK_TOKEN: ${{ secrets. SNYK_AUTH_TOKEN }}
with:
args: |
--sarif-File-outpu
--all-projects
--exclude=beuawg

~Feuaug. sarif

nane: Upload result to GitHub Code Scanning
ses: github/codeql-action/upload-sarif@vi

sarif_file: feuawg.sarif
category: Feuang
nane: Run Snyk to check for Scala vulnerabilities
continue-on-error: true
id: coescal,

uses: snyk/actions/scala@naster
env:

SNYK_TOKEN: ${{ secrets. SNYK_AUTH_TOKEN }}
with:
args: |

--sarif-File-outpu
all-projects
--exclude=feuawg

beuawg. sarif

nane: Upload result to GitHub Code Scanning
s: github/codeql-action/upload-sarifgvi

sarif_file: beuawg.sarif
category: beuang
nane: Check for failur

if: ${{ steps.coeTypescript.outcome = ‘success’ || steps.coescala.outcome l= ‘success’ }}
run: exit 1

*success’ }}
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Results & Alerts

on a dashboard ...

NewCode  Oreral Cale

... or by e-mail

Squeng's weekly report
23rd of February - 2nd of March 2022

Status of all 5 active projects

known vulnerabilities 241
total dependencies
[0] 4L
Review the status of your projects on your dashboard.

View on Snyk

Squeng®
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Trau, schau, wem

|B Ledgy

Engage your
employeesand
investors

Recommendation Initinta Rescan

<= Host appledigy.com Aot there!
A+ Sean ID # 23608761 ‘Your current CSP poliey allows the use of inside of
- : StartTime: gy, 292210:24 0 o Mordog syl sl sl st o iy
O : S——— '

Score: 115/100

Tests Passed: 11/11

‘Ones you've sucosasfully completed your chang, click Initiate Rescan
fior the mext pisce of advice.

Squeng®
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https://sonarcloud.io/summary/new_code?id=Squoss_Squawg
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More Time for Features?

<< OWASP Top 10

2017

%0 o Ateotication
Designing Secure Software A —

AD4:2017-XML External Entities (XXE)
7 AD5:2017-Broken Access Control
A Guide for Developers A06:2017-Security Misconfiguration
AD7:2017-Cross-Site Scripting (XSS)
A08:2017.Insecure Deserialzation
AD9:2017-Using Components with Known Vulnerabilities
A10:2017-Insufficient Logging & Monitoring

Squeng®

2021
 AD1:2021-Broken Access Control
~> AD2:2021-Cryptographic Failures
A03:2021-Injection
(Wiw) AD4:2021-Insecure Design
% AD5:2021-Security Misconfiguration
o A06:2021-Vulnerable and Outdated Components
7:2021 nd

A08:2021-Software and Data Integrity Failures

(New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey.

> AD9:2021-Security Logging and Monitoring Failures®

21

One more thing ...

... ortwo

Squeng®
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https://nostarch.com/designing-secure-software
https://owasp.org/Top10/#whats-changed-in-the-top-10-for-2021
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Privacy

OREILLY

-
The

Architecture
of Privacy

Courtney Bowman, Ari Gesher,
John K. Grant & Daniel Slate

A

INFORMATION
PRIVACY ENGINEERING
AND PRIVACY BY DESIGN

Understanding Privacy
Threats, Technology, and

Standards and

Best Practices

Squeng®
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Data Protection
OREILLY
Cloud Computing
Ralf Kneuper nQCh der
Datenschutz-
Datenschutz EL?&Z&X&.’&LS"”"Q
flir Software- R T
entwicklung und IT
EBOOK INSIDE @ Springer Vieweg Thorsten Hennrich
Squeng®
24
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https://www.oreilly.com/library/view/the-architecture-of/9781491904503/
https://www.informit.com/store/information-privacy-engineering-and-privacy-by-design-9780135302156
https://link.springer.com/book/10.1007/978-3-662-63087-7
https://dpunkt.de/produkt/cloud-computing-nach-der-datenschutz-grundverordnung/

